
Featured OSINT Webtools:  

For the best results, combine multiple username/email tools to 
cross-check your findings, as each tool may find different results. 

These are just some of our favorites. There's always more! Be sure to 
vet your tools as best you can. See what others are saying too!  

Source Purpose Notes 

ID Crawl Search by username/email Avoid paid reverse phone/email searches. 

Castrick Clues Search by username/email Click website logo to view profiles if found. 

User Searcher Search by name/username Ignore results requiring account creation. 

Digital Footprint 

Check 

Search by username Click on results to see if a valid profile was found. 

WhatsMyNameApp Search by username Search multiple usernames at once (one per line) 

OSINT Rocks Toolkit Sherlock: Search by 

username 

WhatsApp: Checks if 

number is on WhatsApp 

Ghunt: Checks for Google 

Reviews 

Holehe:  Checks if an email 

is registered on certain sites 

WhatsApp Search:  Switch country to U.S. and 

check if linked to WhatsApp (access profile via 

mobile search) 

Holehe: Results will tell you which websites match 

the email to a username in a profile’s URL. 

-          Example: 

o   Results show email was registered 

on Twitter for 

johnsmith48967@hotmail.com 

o   Navigate to 

Twitter.com/johnsmith48967 to locate 

possible profile. 

Bellingcat TikTok tool Provides timestamp for 

TikTok posts. 

Must enter URL to the exact post. 

Intel Techniques  Provides timestamp for 

LinkedIn posts using the 

URL to a specific post. 

Enter the post’s exact URL in the bottom text entry 

box in the LinkedIn tab and select Timestamp to 

search. 

https://www.idcrawl.com/
https://castrickclues.com/
https://www.user-searcher.com/
https://www.digitalfootprintcheck.com/free-checker.html
https://www.digitalfootprintcheck.com/free-checker.html
https://whatsmyname.app/
https://osint.rocks/
https://inteltechniques.com/tools/Linkedin.html


Instagram 

Timestamps    

Provides Instagram 

timestamps for posts, 

comments, and edits, 

Download the chrome extension and then open a 

post in separate tab and hover the mouse over the 

post date.  

Pinterest RSS feed  Provides timestamps for 

Pinterest posts. 

Add “feed.rss” at the end of a Pinterest profile. 

Example: 

https://www.pinterest.com/wineaux/feed.rss  

Gravatar Email Check  Checks to see if an email is 

linked to a Gravatar 

account. 

Same as Epios/Castrickclues 

Skype Email Check  Checks if an email is 

registered on a Skype 

profile. 

Same as Epios/Castrickclues 

Wayback Machine   

 

Way back machine search 

to find and search archived 

versions of websites if 

available.  

Example: Enter the VRC website URL in the 

website’s search bar to view previous versions of 

the company site.  

WebCrawler  
 

Locates additional online 

mentions potentially not 

viewable on Google by 

searching key 

word/username. 

Example: Search subject’s username to locate 

online mentions referencing the username.  

GeoSpy  
 

Uses AI to identify where a 
photo was possibly taken.  
(Works best with 
skyline/unique buildings. 
Always confirm results via 
google maps). 

 

The tool only functions with .jpeg files  

 

Tip: You can Google search for a free .jpeg file 

converter tool if you need to change the file type for 

a photo) 

https://12ft.io/  Allows you to view a webpage 
without needing to pay for 
access.  

Especially useful for viewing news articles which 

require a subscription to view.  

WhatsApp Check Checks if a number is on 
WhatsApp. Provides image, 
bio, and other user data.  

Uses official WhatsApp API key. Provides an image 

link for the profile photo and helps for those that 

have phone issues.  

 

https://chromewebstore.google.com/detail/exact-time-viewer-for-ins/koffnfmgjmoopfgelgbbkjmdnppadlae
https://chromewebstore.google.com/detail/exact-time-viewer-for-ins/koffnfmgjmoopfgelgbbkjmdnppadlae
https://www.pinterest.com/USERNAME/feed.rss
https://www.pinterest.com/wineaux/feed.rss
https://gravatar.com/site/check/
https://www.vedbex.com/email2skype
https://web.archive.org/
https://www.webcrawler.com/?sc=urJUmeYm2Dja10
https://geospy.ai/
https://12ft.io/
https://whatsapp.checkleaked.cc/

